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Abstract: Data sharing is an important functionality in
cloud storage. In this article, we show how to securely,
efficiently, and flexibly share data with others in cloud
storage. We describe new public-key cryptosystems
which produce constant-size cipher texts such that
efficient delegation of decryption rights for any set of
cipher texts are possible. The novelty is that one can
aggregate any set of secret keys and make them as
compact as a single key, but encompassing the power of
all the keys being aggregated. In other words, the secret
key holder can release a constant-size aggregate key for
flexible choices of ciphertext set in cloud storage, but the
other encrypted files outside the set remain confidential.
This compact aggregate key can be conveniently sent to
others or be stored in a smart card with very limited
secure storage. We provide formal security analysis of
our schemes in the standard model. We also describe
other application of our schemes. In particular, our
schemes give the first public-key patient-controlled
encryption for flexible hierarchy, which was yet to be
known.
Keywords: All-one polynomial, finite field, systolic
design.
I. INTRODUCTION
A. Motivations
The challenging problem is how to effectively share
encrypted data. Of course users can download the
encrypted data from the storage, decrypt them, then send
them to others for sharing, but it loses the value of cloud
storage. Users should be able to delegate the access
rights of the sharing data to others so that they can
access these data from the server directly. However,
finding an efficient and secure way to share partial data
in cloud storage is not trivial. Encryption keys also come
with two flavours—symmetric key or asymmetric
(public) key. Using symmetric encryption, when Alice
wants the data to be originated from a third party, she
has to give the encrypt or her secret key; obviously, this
is not always desirable. By contrast, the encryption key
and decryption key are different in public key
encryption. The use of public-key encryption gives more
flexibility for our applications. For example, in
enterprise settings, every employee can upload encrypted

data on the cloud storage server without the knowledge of
the company’s master-secret key.
B. Problem Definition
In modern cryptography, a fundamental problem we often
study is about leveraging the secrecy of a small piece of
knowledge into the ability to perform cryptographic
functions (e.g., encryption, authentication) multiple times.
In this paper, we study how to make a decryption key more
powerful in the sense that it allows decryption of multiple
cipher texts, without increasing its size. Specifically, our
problem statement is ―To design an efficient public-key
encryption scheme which supports flexible delegation in the
sense that any subset of the cipher texts (produced by the
encryption scheme) is decrypt able by a constant-size
decryption key (generated by the owner of the master-secret
key).‖ We solve this problem by introducing a special type
of public-key encryption which we call key-aggregate
cryptosystem (KAC). The key owner holds a master-secret
called master-secret key, which can be used to extract secret
keys for different classes. More importantly, the extracted
key have can be an aggregate key which is as compact as a
secret key for a single class, but aggregates the power of
many such keys, i.e., the decryption power for any subset of
ciphertext classes.
With our solution, Alice can simply send Bob a single
aggregate key via a secure e-mail. Bob can download the
encrypted photos from Alice’s Drop box space and then use
this aggregate key to decrypt these encrypted photos. The
sizes of ciphertext, public-key, master-secret key, and
aggregate key in our KAC schemes are all of constant size.
The public system parameter has size linear in the number
of ciphertext classes, but only a small part of it is needed
each time and it can be fetched on demand from large (but
non confidential) cloud storage. Previous results may
achieve a similar property featuring a constant-size
decryption key, but the classes need to conform to some
predefined hierarchical relationship. Our work is flexible in
the sense that this constraint is eliminated, that is, no special
relation is required between the classes.
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KP-ABE with verifiable outsourced decryption. To assess
II. EXISTING SYSTEM
There exist several expressive ABE schemes where
the performance of our ABE scheme with verifiable
the decryption algorithm only requires a constant
outsourced decryption, we implement the CP-ABE scheme
number of pairing computations. Recently, Green et al.
with verifiable outsourced decryption and conduct
proposed a remedy to this problem by introducing the
experiments on both an ARM-based mobile device and an
notion of ABE with outsourced decryption, which
Intel-core personal computer to model a mobile user and a
largely eliminates the decryption overhead for users.
proxy, respectively.
Based on the existing ABE schemes, Green et al. also
IV. CONTEXT DIAGRAM OF PROJECT
presented concrete ABE schemes with outsourced
decryption. In these existing schemes, a user provides an
untrusted server, say a proxy operated by a cloud service
provider, with a transformation key TK that allows the
latter to translate any ABE ciphertext CT satisfied by
that user’s attributes or access policy into a simple
ciphertext CT’, and it only incurs a small overhead for
the user to recover the plaintext from the transformed
ciphertext CT’. The security property of the ABE
scheme with outsourced decryption guarantees that an
adversary (including the malicious cloud server) be not
able to learn anything about the encrypted message;
however, the scheme provides no guarantee on the
correctness of the transformation done by the cloud
server. In the cloud computing setting, cloud service
providers may have strong financial incentives to return
incorrect answers, if such answers require less work and
are unlikely to be detected by users.
Disadvantages of Existing System:
 The costs and complexities involved generally
increase with the number of the decryption
keys
to be shared.
 The encryption key and decryption key are different
in public key encryption.
III. PROPOSED SYSTEM
We considered the verifiability of the cloud’s
transformation and provided a method to check the
correctness of the transformation. However, the we did
not formally define verifiability. But it is not feasible to
construct ABE schemes with verifiable outsourced
decryption following the model defined in the existing.
Moreover, the method proposed in existing relies on
random oracles (RO). Unfortunately, the RO model is
heuristic, and a proof of security in the RO model does
not directly imply anything about the security of an ABE
scheme in the real world. It is well known that there exist
cryptographic schemes which are secure in the RO
model but are inherently insecure when the RO is
instantiated with any real hash function. In this thesis
work, firstly modify the original model of ABE with
outsourced decryption in the existing to allow for
verifiability of the transformations. After describing the
formal definition of verifiability, we propose a new ABE
model and based on this new model construct a concrete
ABE scheme with verifiable outsourced decryption. Our
scheme does not rely on random oracles.
In this paper we only focus on CP-ABE with verifiable
outsourced decryption. The same approach applies to

Fig.1. Context Diagram of key aggregation.
It is obvious that we are not proposing an algorithm to
compress the decryption key. On one hand, cryptographic
keys come from a high entropy source and are hardly
compressible as shown in Fig.1. On the other hand,
decryption keys for all possible combinations of ciphertext
classes are all in constant size information theoretically
speaking such compression scheme cannot exist. A keyaggregate encryption scheme consists of five polynomialtime algorithms as follows. The data owner establishes the
public system parameter via Setup and generates a
public/master-secret3 key pair via Key Gen. Messages can
be encrypted via Encrypt by anyone who also decides what
ciphertext class is associated with the plaintext message to
be encrypted. The data owner can use the master-secret to
generate an aggregate decryption key for a set of ciphertext
classes via Extract. The generated keys can be passed to
delegates securely (via secure e-mails or secure devices)
Finally, any user with an aggregate key can decrypt any
ciphertext provided that the cipher text’s class is contained
in the aggregate key via decrypt. We call this as mastersecret key to avoid confusion with the delegated key we will
explain later. For simplicity, we omit the inclusion of a
decryption algorithm for the original data owner using the
master-secret key. In our specific constructions, we will
show how the knowledge of the master-secret key allows a
faster decryption than using Extract followed by Decrypt.
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Key Gen Phase: Key Generation (MK,S). The key
V. ALGORITHM AND MODULES
generation algorithm takes as input the master key MK and
A. Secured Hashing Algorithm
There are several similarities in the evolution of hash
a set of attributes S that describe the key. It outputs a private
function and that of symmetric block ciphers. We have
key SK.
seen that the increasing power of brute-force attacks and
Decrypt Phase: Decrypt (PK, CT, SK). The decryption
advances in cryptanalysis have led to the decline in the
algorithm takes as input the public parameters PK, a
popularity of DES and in the design of newer algorithm
ciphertext CT, which contains an access policy A, and a
with longer key lengths and with features designed to
private key SK, which is a private key for a set S of
resist specific cryptanalytic attacks. Similarly, advances
attributes. If the set S of attributes satisﬁes the access
in computing power and hash function cryptanalysis
structure A then the algorithm will decrypt the ciphertext
have led to the decline in the popularity of first MD4 and
and return a message M.
then MD5, two very popular hash functions as shown in
Fig.2. In response, newer hash algorithm have been
developed with longer hash code length and with
features designed to resist specific cryptanalytic attacks.
Another point of similarity is the reluctance to depart
from a proven structure. DES is based on the Feistel
cipher, which in turn is based on the Substitutionpermutation network proposal of Shannon.
Many important subsequent block ciphers follow the
feistel design because the design can be adapted to resist
newly discovered cryptanalytic threats. If, instead, an
entirely new design were used for a symmetric block
cipher, there would be concern that the structure itself
opened up new avenues of attack not yet thought of.
Similarly, most important modern hash functions follow
the basic structure. This has proved to be a
fundamentally sound structure and newer designs simply
refine the structure and add to the hash code length.
MD5, SHA-1, and RIPEMD-160. We then look at an
internet-standard message authentication code. A hash
function H is a transformation that takes a variable-size
input m and returns a fixed-size string, which is called
the hash value h (that is, h = H(m)). Hash functions with
just this property have a variety of general computational
uses, but when employed in cryptography the hash
functions are usually chosen to have some additional
properties.

Fig.2.syatem architecture.
VI. SIMULATION RESULTS
Simulation results of this paper is as shown in bellow
Figs. 3 to 6.

B. Modules
 Setup Phase
 Encrypt Phase
 Key Gen Phase,
 Decrypt Phase
Setup Phase: The setup algorithm takes no input other
than the implicit security parameter. It outputs the public
parameters PK and a master key MK.
ENCRYPT PHASE: Encrypt(PK,M,A). The encryption
algorithm takes as input the public parameters PK, a
message M, and an access structure A over the universe
of attributes. The algorithm will encrypt M and produce
a ciphertext CT such that only a user that possesses a set
of attributes that satisﬁes the access structure will be able
to decrypt the message. We will assume that the
ciphertext implicitly contains A.
Fig.3.Login page.
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VII. CONCLUSION
How to protect users’ data privacy is a central question of
cloud storage. With more mathematical tools, cryptographic
schemes are getting more versatile and often involve
multiple keys for a single application. In this article, we
consider how to ―compress‖ secret keys in public-key
cryptosystems which support delegation of secret keys for
different ciphertext classes in cloud storage. No matter
which one among the power set of classes, the delegatee can
always get an aggregate key of constant size. Our approach
is more flexible than hierarchical key assignment which can
only save spaces if all key-holders share a similar set of
privileges.

Fig.4.Searching Page.

Fig.5. Secret message.

Fig.6. Hiding Image.

Future Enhancement: In Future it can be upgraded with
verifiable and recoverable. The ABE with verifiable
provides us to verify the data whether it is modified or not.
In future it can be upgraded by using Hash Chains such that
we can identify the exact modified block and recover the
remaining part of the data.
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