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Abstract: This Thesis includes the design, implementation
and evaluation of a multi-access peer-to-peer content
distribution prototype based on BitTorrent. The prototype is
designed to enhance the current BitTorrent in terms of
download duration and traffic locality in an overlapping
multi access environment. The thesis begins with related
state of the art including future ways of networking as well
as current state of peer-to-peer networks, object resolution
and mobility management. Experiments with conventional
BitTorrent show the importance of early stage peer
discoveries by the BitTorrent tracker. We therefore
enhanced the peer discovery process of BitTorrent and
divided the functions of the tracker hierarchically into two
layers. The higher layer global tracker keeps track of local
trackers, while the local trackers maintain a list of peers in
their area of the network. The peer in our prototype retrieves
the content locally from its own network whenever possible
with extended BitTorrent signaling. While retrieving the
content in an overlapping multi access environment, the
mobile peer in the prototype recognizes also a new
connection to other networks. It is able to use this
connection simultaneously with the previous one. The
prototype implementation and evaluation show the
feasibility of multi access in the content distribution
prototype and present the advantages of employing the multi
access prototype instead of conventional BitTorrent in
overlapping multi access environments in static and
pedestrian mobility scenarios. The inter-network traffic was
also reduced to almost zero with the prototype in both
scenarios.
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I. INTRODUCTION
The BitTorrent protocol has transformed the distribution
of large media files due to it’s decentralized, scalable,
efficient and robust peer-to-peer (P2P) architecture [1].
Peers share bandwidth to help distribute files of common
interest. However, the protocol excludes mechanisms for
searching, rating, and associating descriptive metadata to,
content. Consequently, to locate high quality content
available for download, users often rely on web-based
systems that provide both links to content (.torrent files) and

associated metadata such as a text description, a thumbnail
graphic, a URL to associated information on the web and
other useful information. This allows users to search and
browse available content before making a selection of what
to download. Web-based systems rely on user contributions
of both. Torrent files that point to available content and
metadata that describes content. They are administered
centrally so malicious content or incorrect metadata can be
manually removed and the users who posted them excluded.
Creating new identities in such systems involves some level
of user cost since identities must be created on the web
system prior to posting information. Hence such systems
cannot entirely stop anti-social behavior but they make it
costly because creating new user identities involves some
time and effort. A number of BitTorrent clients have,
recently, integrated their own search and metadata systems
such that users can locate and browse available content
conveniently from within the client before downloading
(e.g. Vuze1 and Miro2). However, again, these rely on
centrally administered servers to store and serve metadata
requiring the creation of user accounts.
In this paper we propose a design for fully distributed
metadata dissemination and rating system which provides
similar functionality to centralized systems. Low quality
metadata such as spam or incorrect information is combated
through a distributed ranking system based on the sampling
of user votes. Our approach is a major step towards a
completely decentralized, and self-maintaining, BitTorrent
media sharing community. As with centralized systems we
do not eliminate the possibility of anti-social behavior but
we make it costly and difficult without the need for central
servers or administration. The target platform for our design
is the Tribler4 media client [13] but the design is generic
enough that it should be applicable in other media sharing
contexts where decentralized and robust metadata
dissemination and rating are required. Tribler implements a
non-spoof able distributed peer identity system using a
public key infrastructure. This means that all
communication between nodes is signed and bound to a
known source identity, thus preventing forged or stolen
identities. Also, the Tribler client provides local database
services allowing state to be maintained over sessions.
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II. TERMINOLOGY AND RELATED WORK
A. Terminologies
The terminologies used in the BitTorrent community
have yet to be standardized. For clarity of exposition, we
first define a series of terms to be used in this paper.
Torrent: A BT torrent is the set of peers cooperating to
download the same content using the BitTorrent protocol.
Metainfo file: A metainfo file (torrent file) contains all the
information used to download the content of interest,
including the number of pieces, SHA-1 hashes, the tracker
information etc.
Tracker: A tracker is the only centralized component in a
torrent. It is not involved in the actual distribution of the
content, but keeps track of all peers currently participating
in the torrent, and also collects statistics.
Multitracker: The multitracker configuration extends the
metainfo file to enable multiple trackers for one torrent.
Should one tracker fail, the others can continue supporting
the torrent.
Local cluster: It is a set of local peers that download the
same content in a given AS. The size of local clusters
indicates the amount of local resources available in the AS.
B. Related Works
There have been numerous studies on the
implementation, analysis, and optimization of the BitTorrent
system; see surveys in [9]. P2P locality has recently
attracted particular attention following the pioneering work
of Karagiannis et al. [3]. Based on real traces and simulated
torrents, they proposed the concept of locality in peer-topeer systems and evaluated its benefit. Blond et al. [10]
showed through a controlled environment that high locality
values (defined by [3]) yield up to two orders of magnitude
savings on cross-AS traffic, without any significant impact
to the peers’ download completion time. Xie et al. [11]
further suggested cooperation between peer-to-peer
applications and ISPs by a new locality architecture,
namely, P4P, which can reduce both the external traffic and
the average downloading time Choffnes and Bustamante
[12] proposed Ono, a BitTorrent extension that leverages a
Content Distribution Network (CDN) infrastructure, which
effectively locates peers that are close to each other. Bindal
et al. [13] also examined a novel approach to enhance
BitTorrent traffic locality, namely, biased neighbor
selection. Using this method, a peer chooses the majority,
but not all, of its neighbors from peers within the same ISP.
Our work extends these studies through an Internet-wide
measurement that reveals the global distribution of
BitTorrent peers as well as the associated tradeoffs of
locality.
In particular, we demonstrate that the effectiveness of a
locality mechanism can be limited within individual torrents
(on which the previous studies have focused), and it is
necessary to explore the locality across the multiple torrents.

Guo et al. [6] revealed that more than 85 percent of all peers
participate in multiple torrents and noted the peer migration
behavior. This migration behavior indicates that some BT
peers have the potential to serve others even when they have
already left the swarm. They proposed an inter torrent
approach through tracker-level collaborations. The main
idea is to build a tracker site overlay for tracker level
collaboration; the peers migrating between different torrents
can then be detected and recovered as potential seeders for
the torrents. Dan and Carlsson [14] further investigated how
the separated torrents can be merged together to improve the
performance of an entire torrent. The measurement from
Piatek et al. [15] however found that about 91 percent of
peers in any single swarm do not arise in any other swarms.
This observation seems to contradict the study in [6]; yet
this is mainly due to the difference of their objective as well
as their measurement schemes. On other hand, the
measurement study by Neglia et al. [16] investigated the
availability of BitTorrent system among different tracker
configurations.
The popularity and the performance of the multi tracker
configuration [17] were discussed. Their study showed that
around 35 percent of the torrents enable multi tracker
configurations. Pouwelse et al. [18] further discussed the
relationship between BT trackers and torrents, and
examined the tracker availability across multiple websites,
albeit with individual torrents. It is worth noting that, the
studies of content bundling [19] also provide useful insights
to understand multiple torrents behavior. A pioneering work
from Menasche et al. [19] studied the content unavailability
problem in the BitTorrent system. This study for the first
time proposed a model to analyze the availability and the
performance implications of bundling through an extensive
measurement. Follow up studies such as [20] and [21] also
studied some other aspects for content bundling in
BitTorrent systems. Considering the measurement and
incentive of BitTorrent system, a recent study from Dhungel
et al. [22] examined BitTorrent darknets from macroscopic,
medium-scopic and microscopic perspectives and
investigated the properties of private BitTorrent sites. The
study from Otto et al. [4] presented a comprehensive view
of BitTorrent, using data from a representative set of
500,000 users sampled over a two year period, located in
169 countries and 3,150 networks.
This study showed that the BT traffic exhibits significant
locality across geography and networks. Compare to this
study, our work is more focusing on the peer distribution in
different torrents/locations. We find that very few individual
torrents are able to form large enough local clusters of peers,
and this is generally due to the skewed distribution of
torrents’ popularity. Fan et al. [23] investigated the
fundamental tradeoff between keeping fairness and
providing good performance for BitTorrent system. Piatek
et al. [24] showed that a “win-win” outcome is unlikely to
obtain for the ISPs during the locality; the reason is that
reducing interdomain traffic reduces costs for some ISPs,
while it also reduces revenue for others. Cuevas et al. [25]
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also investigated the maximum transit traffic reduction as
well as the “win-win” boundaries across the ISPs. Our work
was motivated by these studies; yet we explore the
multitracker configuration across multiple torrents
simultaneously, providing a seamless and lightweight
solution to locality in the real BitTorrent system.
III. PEER SAMPLING SERVICE
We assume each peer has access to a peer sampling
service (PSS) which periodically returns a random peer
from the entire population of online peers. This allows
nodes to discover others and potentially exchange messages
with them. There are several ways to implement a PSS in a
distributed and robust way. One approach uses gossiping or
epidemic protocols as shown in Fig.1. Such approaches
maintain a random-like overlay network in which nodes
regularly exchange their neighbor lists (or view) with others.
Such PSS protocols have been shown to be robust, selfrepairing, completely decentralized and scalable to tens of
millions of nodes [9]. Our target system, the already
deployed Tribler system, implements a variant of Newscast
[7] called BuddyCast [13].

Fig.1. The push/pull gossip based metadata
dissemination protocol. GetRandomNode is supplied by
the PSS. The local db stores received moderations. The
Extract() function returns the moderations list (ml) sent
to other nodes. The Merge() function inserts new
moderations into the local db. These operations take
account of local node votes and moderation regency
criteria.
IV. P2P LOCALITY ACROSS MULTIPLE
TORRENT: AN OVERVIEW
We now proceed with a framework design for exploring
P2P locality across multiple torrents is illustrated in Fig.2.
We particularly focus on the tracker-and-client-based
solutions [13], which rely only on modifications to endsystem implementations. These locality solutions typically
replace the random peer selection by an AS hop count-based
metric. Upon a request, the modified tracker sorts all other
peers in the torrent in ascending order of their AS hop count
to the requesting peer, and then sends the prefix of this
sorted list (e.g., first 50 peers) to the requesting peer. The
requesting peer would then choose the majority, but not all,
of its neighbors from peers within the same ISP. Typically,
35 peers within the same ISP (AS hop count 0) can be
returned together with 15 other random peers [13]. For the
individual torrent scenario, many neighbor selection

approaches have been proposed [13], which could also be
applied in the multiple torrent scenarios. The new challenge,
however, is the detection of peer migrations

Fig.2. Single torrent versus multiple torrents.

Fig.3. Multiple torrent-based P2P locality.
among torrents. That is, if a peer has finished downloading
in a torrent (say Torrent 1) and left, but remains in other
torrents, how can we detect it, so as to recover the
previously downloaded content to facilitate the locality for
the remaining peers in Torrent 1? This is illustrated in Fig.3,
where peerxleaves Torrent 1, but remains in Torrent 2. If
this migration can be detected, peer xcan still serve as a
potential seeder for Torrent 1, which will greatly promote
the locality for the peers in AS1. We can see that the
solution may need a tracker overlay for tracker-to-peer and
tracker-to-tracker communications; in particular, adding
extra collaboration among the trackers to trace the migration
of peer x[6]. Unfortunately, besides the overheads,
enforcing communications between the public trackers can
be quite difficult. Table lists site information of the Top 10
most popular trackers in our measurement. We can see that
many of them belong to Pirate Bay, which has been
involved in a series of lawsuits, as plaintiffs or as
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defendants. Unless the problem can be well solved, we can
hardly expect to organize these public tracker sites together
for optimization. We, thus, resort to solutions that minimize
the
communications,
especially
tracker-to-tracker
communications.
V. RELATED WORK
We first consider the migration detection with shared
trackers. Assume Torrents 1 and 2 are both managed by
tracker A; any peer migrating between these two torrents
can simply be detected by tracker A without communication
to other trackers. While this seems to be an ideal case, we
now show that it indeed exists and is not uncommon. Our
observation starts from the fact that the latest BitTorrent
metainfo file can include multiple tracker sites stored in the
announce-list section [17]. This multi tracker configuration
allows peers to connect to more than one tracker at the same
time, which brings two tangible benefits: 1) better
accommodates tracker failures, and 2) balances load among
the trackers. Fig.5 offers an example with the multi tracker
configuration, where Torrent 1 is managed by both trackers
A and B, and Torrent 2 is managed both by trackers Band C.
In this case, if there is a BT peer x migrating from Torrents
1 to 2, tracker B will receive the arrival message of peer x
twice with different content identifications (one arrival
message for each torrent). Therefore, tracker B can actually
be aware of any peer migration between Torrents 1 and 2
without any tracker level collaboration. The question now
becomes 1) how popular is the multi tracker configuration in
the real world? and 2) how many migrations can be detected
by this configuration in practice? To answer the first
question, we consider all the 1,192 trackers in our
measurement.
TABLE I: TOP 10 MOST POPULAR TRACKERS

few torrents even have announced lists of multi hundred
trackers. This is much higher than an earlier measurement in
2007 [16] (observed multi trackers in 35 percent of the
torrents), and thus suggests the multi tracker configuration
has been quickly recognized and deployed in the BitTorrent
community. To answer the second question, we model the
relationships among different torrents as two matrixes, M1
andM2, where n is the number of torrents in the whole
Table 1. Each component of M1, M1i,j 1 is of a binary
value, indicating whether torrents i and j have at least one
common tracker (1-Yes, 0-No); similarly, each component
of M2, M2i,j indicates whether torrents i and j share at least
one migrating peer. It is easy to verify that a dot product
between these two matrixes, M3 = M1 . M2, gives the
detectable migrations by the shared tracker approach.

Fig.4. Number of trackers used by torrents.

Fig.5. Peer migration in the shared tracker environment.

We record the announce list of the torrents in our data set,
and show the cumulative distribution of the trackers that
have been used in Fig.4. It indicates that more than 90
percent torrents have specified at least two trackers, and a

Specifically, M3i,j=0, indicates that peer migrations
between torrents i and j are either undetectable or do not
exist at all; otherwise, the migrations between these two
torrents will be detected even when M3(i,j)=0. In our
measured data, matrix M3 has 2,538 nonzero entities, where
M2 has 5,707. Therefore, the peer migrations among about
45 percent torrents can be detected with shared trackers.
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Once detected, the shared tracker can then use the biased
neighbor selection to improve the P2P locality. It may also
forward the migration information to other trackers;
however, this collaboration is not compulsory in our
framework
VI. CONCLUSION
In this paper, we for the first time investigated the
existence and distribution of peer locality across different
ASes through a large-scale hybrid Planet Lab-Internet
measurement. We found that the BitTorrent peers do exhibit
strong geographical locality. However, the effectiveness of a
locality mechanism can be quite limited when focusing on
individual torrents, given that very few torrents are able to
form large enough local clusters. Inspired by the multiple
torrent nature of many peers, we proposed a novel
framework that traces and extracts the available contents at
peers across multiple torrents, thus effectively improving
the locality. A series of key design issues were addressed in
this framework; in particular, the detection of peer migration
across the torrents. Since we can hardly expect to organize
the public Internet trackers together for detection, we
developed a smart detection mechanism with shared
trackers, which incurs no extra communication overhead. It
was further enhanced through a torrent clustering approach
that explores peer migration patterns.
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